UBND TINH DAK LAK CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Péc 1ap - Tw do - Hanh phic

S6: 1433/SGDDT-QLCLCNTT Pk Lak, ngay 10 thang 11 nam 2025
VIV trién khai canh bao ma doc “ValleyRAT”
va tang cuong bao dam an toan thong tin mang

Kinh gui: Thu truong cac don vi truc thudc.

Thuc hién Cong vin s6 2340/CAT-ANM ngay 07/11/2025 cia Cong an
tinh Bak Lak vé viéc canh bao ma doc “ValleyRAT” phat tan trén khong gian
mang, S& Gido duc va Pao tao (GDDT) dé nghi cac don vi truc thuc khan truong
trién khai cac noi dung sau:

1. Ra soat, kiém tra hé théng théng tin

- T6 chuc Kiém tra toan bo may tinh, thiét bi luu trir, hé théng mang noi bo
tai don vi, dac biét cAc may c6 tai hoac chia sé tép tin qua mang xa hoi (Zalo,
Facebook, Telegram, Email...).

- Néu phat hién tap tin kha nghi nhu: “Dy THAO NGHI QUYET DAl
HOLrar”, “BAO CAO_TAI CHINH2.exe”, “CONG VAN HOA TOC CUA
CHINH PHU.exe”, “HO TRO KE KHAI THUE.exe"’, “BIEN BAN ,BA,O CAO
QUY Ill.exe”... thi khong duoc m¢ hoac giai nén, dong thoi ngat ket noi mang
(LAN/Internet) va céch ly thict bi dé xu ly.

2. Ra quét va xir ly ky thuat

- Thuc hién ra quét toan bo hé thong bang phan mém diét ma doc cap nhat
mai nhat nhu: Windows Defender, Avast, AVG, Bitdefender (phién ban mai).

Luu y: Khong str dung Kaspersky ban mién phi vi chua phat hién dugc ma
doc ValleyRAT.

- Doi vei ra quét thu cong: Kiém tra tién trinh hoat dong trong Process
Explorer, neu phat hi¢n tién trinh khong c6 chix ky so hoac gia mao tén file van
ban thi nghi ngo nhiém mé doc. Dung TCPView dé kiém tra ket noi mang; neu
co ket noi dén dia chi IP 27.124.9.13:5689, can ngat ket noi ngay va bao cao S¢
GDDT @d¢ phoi hop xt ly.

- Chan truy cap dia chi IP 27.124.9.13 trén tuong lua (firewall) ndi bo cua
don vi.

3. Tuyén truyén va nang cao canh giac

- Pho bién canh bao nay dén toan thé can bo, gido vién, nhan vién trong don
vi, dac biét 1a nguoi phu trdch cong nghé théng tin, van thu, ké toan.

- Tuyét d6i khdng ma hoic tai file dinh dang .rar, .zip, .exe, .bat tir nguén
khéng xac thuc hoac chia sé qua mang xa hoi.
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- Chi sur dyng tai ligu dién tur tir nguon chinh thong, c6 xéac thyc rd rang (tr
co quan nha nudc, qua hé thong thu dién tir cong vu).

- Khi nghi ngo nhiém ma doc, doi ngay mat khau céc tai khoan quan trong
(Email, Zalo, Facebook, Internet Banking, phan mém nghiép vu nganh giao
duc...).

4. Trach nhiém thuc hién

- Thu trudng cac don vi truc thudc chiu trach nhiém chi dao, t6 chic thuc
hién, bao dam an toan thong tin mang trong toan don vi.

- Phong Quan ly chit lugng - Cong nghé thong tin So GDPT 1a dau moi
tong hop, béo cdo lanh dao S¢ va phoi hop véi co quan Cong an trong xir 1y khi
cO su CO.

S& GDDT yéu cau Thu trudng cac don vi truc thudc nghiém tdc trién khai
thuc hién./.

Noi nhdgn:
- Nhu trén;
- Lanh dao S6 GDDT;

- Cac phong CMNYV S¢&
- Luu: VT, QLCLCNTT.
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